AS-W6500
BioTrax

Biometric Fingerprint Enrollment Software

Software Manual

May 2008

ROSSLN =

SECURITY PRODUCTS






Table of Contents

Table of Contents

L. INtroducCtion........cccooeviiiiciiiec e
2. Install BiotraX.......ccccooeveieeiineee e
2.1 Biotrax Software Installation .............ccccoccevennnes
3. Getting Started ..o
3.1 Initiate BiotraX ......ccoovevveveeviese e seeeeese e
3.2 Biotrax Main VIeW .......c.ccccviiieinnencne e
3.3 MENU BAr ..o
34 TOOI Bl ..o
3.5 BIOtraX TrEE ..ocveeieieiiee e
3.6 Properties Area .......ccoceeeieneneeinieeene e
3.7 Management TasksS ........cccccevvveeieieeicie i
4. System SettingS.......ccooveeererireiee e
4.1 Settings TOOl .....cccoiieiiiiiiie e
4.2 LaANQUAGES .. veeveenreeirieiiesiee sttt
4.3 Operator Password Configuration.............c.cceuen..e.
5. Device Properties ........ccccoeveevieeniensiensieesie e
5.1 Biometric Tree VIEW.....cccocvveiiverieeneiese e
5.2 Biometric Device Properties Display..........c.........
5.3 Network Tab ...coccooveieiee e
5.4 General Tab.....cocooiiii s
55 Reader Tabh ...
5.6 Controller Tab.......ccocoovveiiiiiniine e
5.7 AXTrax Reader Tab......ccccoovviviveinnenenn e
5.8 TeStTaD c.ooeiiiiiieieee e
ACCESS GrOUPS ..ottt
Proximity Cards........ccccccevivevieiviinicne e
7.1 Add New Card.......ccocovvirviiniineieeeneese e

AS-W6500 BioTrax Software Manual

Page ii



Table of Contents

7.2 Delete @Card .....ccocooeiieiiieeeee e 36
8. Departments and USEIS ........c.cooerereiieiininenene e 37
8.1 Add a Department.........cccooeirererenenieiese e 37
8.2 AQd B USEN ...t 37
8.3 Delete @ USEr ..o 42
8.4 Add Fingerprints in AxTrax Reader Mode ..........c..ccveneene. 42
9. OPEIALOrS....ccovee ettt 44
9.1 Modify an OPerator.........ccocovveiererieieseriee e, 44
0.2  Add an OpPerator.........ccceivevveriereeriesesesesee e seese e sre e sneees 45
10. Download to the UnNit.........ccoocviieiiiiniecsceee e 46
11. Database Management .........ccccovevereiniincnenene e 48
11.1 Backup the Biotrax Database..........ccccccvvniireniicnciee, 48
11.2 Restore a Biotrax Database..........cccceoeeeeeeieneie s 49
11.3 Clear a Database .........ccceovvieiininiinee e 50
12. Firmware Update..........ccccooeriiiniiiceeeee e 51
13. IMport FINQerprintS.......c.ccccvvvvvieiie i 52
14, SYSteM EVENTS......oiiiiiiiiiee e 54
14.1 Specify Report TIME ..o 54
14.2 Sort SYStem EVENES .....ccueiiiiiiiie et 55
Appendix A. Prerequisites Installation ...............cc..c...... 56
Appendix B. Firewall Configuration.............cccccccevvennenne 60
Appendix C. TCP/IP vs Serial ......ccooovvviiiiiiiiiiees 65
Appendix D. Technical Support ........ccoevevvevievieveen, 66

Page iii

AS-W6500 BioTrax Software Manual



Introduction

1. Introduction

Biotrax is the PC software for the AYC-W6500 Biometric Fingerprint
Reader/Controller. Biotrax centralizes management of multiple readers in
multiple sites to:

» enroll user fingerprints
» add cards and users
» download user data from the PC to the unit

Biotrax communicates with the AYC-W6500 units through the serial port, or
through LAN and WAN Networks using the Rosslare optional MD-N32.

Biotrax's major features are:

» Compatibility with the AYC-W6500 — The AYC-W6500 is a
Convertible Reader/Controller hardware device designed for use
in access control applications. As a Reader, it can be connected
to any Controller (that matches with AYC-W6500 output formats).
As a Controller, it can be connected to a PS-x5T/TU (x stands for 1
or 2) and functions as a secured stand alone controller. It
features: PIN, Proximity card and dual fingerprint template per
user, built-in Fingerprint Capacitive Sensor, and 1:1 fingerprint
verification.

» Fingerprint enrollment — Using Biotrax a user can enroll his or her
fingerprints to be recognized by the unit.

» Configuration and user data download — Data can be
downloaded to the unit from the PC. Download parameters
include (but are not limited to): general configurations, user
information such as PIN codes and Proximity card IDs, and
firmware updates.

» Imports data from the AxTrax software — In AxTrax
AS-225/AS-525 Reader operation mode, data from the AxTrax AS-
225/AS-525 database can be viewed on the Biotrax database.
The data includes user information, cards, and PIN codes.
Fingerprints enrolled on the Biotrax database while in the AxTrax
Reader appear in the AxTrax database.
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Install Biotrax

2. Install Biotrax

Biotrax comprises software and hardware components.

Hardware Requirements (minimum)

e Processor: Pentium 4 or better

e Memory: 256 MB (512 MB recommended)
¢ COM Port: free COM port

¢ LAN card: TCP/IP networking

Software Requirements (minimum)

o Windows XP with SP2/2003 server
e Microsoft.NET 2.0 (or higher) Framework

Note:

SQL Server and .NET are part of the installation

- package. They are not re-installed if they already exist
on the computer.

2.1 Biotrax Software Installation

Note:

If you are using AxTrax software with Biotrax configured
. to work as AxTrax reader, be sure to install AxTrax
software first. Its server is used as the server for both
software systemes.

To Install Biotrax:
1. Onthe CD provided, double-click the file Biotrax.exe.

The Biotrax installation program opens.
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Install Biotrax
X

Welcome to the InstallShield Wizard for
Biotrax

The Installshield(R) Wizard will install Biotrax an wour
camputer. To continue, click Mext.

WARMIMNG: This program is protected by copyright law and
international treaties.

[ Next = ] [ Cancel ]

Figure 1 — Installation Welcome Window

2. Click Next.
The Database Server window opens.

Note:
‘ If your PC does not minimally have the Microsoft .NET
- Framework 2.0 installed, you are asked to install it now.

Click Yes to install the Microsoft .NET Framework 2.0.

Note:

If your PC does not have the Microsoft SQL Server 2005,
. you are asked to install it now. Click Yes to install the
Microsoft SQL Server 2005 (see Appendix A Microsoft
.NET Framework on page 56).
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i Biotrax - InstallShield Wizand

Database Gerver -

Select database server and authentication method

Select the database server boinstall to from the list below or click Browse to see a list of all
database servers, You can also specify the way to authenticate vour login using your current
credentials or a SOL Login ID and Password.

Database Server:

A ‘ [ Browse, .,
Connect using:
() windows authentication credentials of current user
(%) Server authentication using the Login ID and passward below
Login ID: ‘sa
Password: ‘:«»«:«m«*
[ < Back ][ Next = ] [ Cancel ]

Figure 2 — Choose Destination Location Window

In the Destination Location window, select the database server and
connect type.

3. Click Next.
The Setup Type window opens.

i Biotrax - InstallShield Wizard

Setup Type 1 P Il
Choose the setup bype that best suits vour needs, L
Please select a setup bvpe,
(3) Complete Installation
Biotrax software and Biotrax SCL Database wil be instaled.
Supports all operation modes: AxTrax Reader, Reader and
Controller,
() Only AxTrax Reader Mode
@ Requires former installation of AxTrax SQL Dakabase.
[ < Back “ Hexk = I [ Cancel ]

Figure 3 — Installation Setup Type Window

4. In the Setup Type window, select the Complete Installation to install a
full-featured version that supports all operation modes (Reader,
Controller or AxTrax Reader mode). This option also installs the SQL
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Server database.

_or_

Select Only AxTrax Reader Mode if you only intend to use the system
in AxTrax Reader mode or to only update the AxTrax Reader. In this
mode SQL Server is not installed as the system uses the AxTrax
database.

5. Click Next.
The Choose Destination Location window opens.

iz Biotrax - InstallShield Wizard

Destination Folder
/
Click Mext ta install ko this folder, or click Change to install ta a different Falder, I =
G Install Biokrax to:
C:\Program Files\Rosslare)Bintrax),
[ < Back ” Nexk = ] [ Cancel ]

Figure 4 — Installation Destination Folder

6. Eitherinstall to the Biotrax folder or change the location by clicking
Change. After selecting the desired installation folder, click Next.
The Ready to Install window opens.
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%% Biotrax - InstallShield Wizard

Ready to Install the Program \ ‘ ]

The wizard is ready to begin installation.

Click Install to begin the installation.

If you wankt to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

[ < Back “ Install ] [ Cancel

Figure 5 — Ready to Install Window
7. Verify the installation information and click Install.
The Installing Biotrax window opens.

i1 Biotrax - InstallShield Wizard

Installing Biotrax

The progran features you selected are being installed.

Please wait while the Installshield Wizard installs Biotrax. This may take
several minutes,

Skabus:

Creating shorteuts

Cancel

Figure 6 — Installing Biotrax Window

Upon completion the Biotrax InstallShield window opens.
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7% Biotrax - InstallShield| Wizard X

Installshield Wizard Completed

The Installshield wizard has successfully installed Biokrax, Click
Finish to exit the wizard,

Figure 7 — Setup Complete Window

8. Click Finish to complete the installation. Biotrax is successfully installed.
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Getting Started

3. Getting Started

The AYC-W6500 is a reader hardware device designed for use in access
control applications. The reader is based on a fingerprint biometric sensor
plus proximity card reader plus keypad reader. Every user must enter his
card or his PIN code (sometimes both), and then place his previously
enrolled finger on the sensor.

» Reader Mode: The AYC-W6500 compares enrolled fingerprints to
scanned fingerprints. If the comparison is valid, the User card ID or
PIN code is transmitted to host access control panel. When the
user is valid and known to the host access control panel access is
granted. In this mode the AYC-W6500 can be connected with
most access control panels on the market.

» Controller Mode: The AYC-W6500 can operate as the host access
control unit. In this case it activates a relay output due to a valid
user code and fingerprint. In this operation mode the AYC-W6500
must be connected to a special Rosslare Secured Power Supply
unit. For more details refer to the AYC-W6500 Hardware
Installation Manual.

» AxTrax Reader: In this mode Biotrax is synchronized with the
AxTrax software database and downloads it into the AYC-W6500.
Most Users information comes from the AxTrax database, but
some basic setup is performed in Biotrax. This mode is intended to
easily integrate AYC-W6500 with the AxTrax access control
system. In this mode the AYC-W6500 must be connected to
Rosslare access control panels working with AxTrax.

Note:

AxTrax Reader operation mode is now supported by
. the AxTrax PC application. In the future it may be
supported by other Rosslare access control PC
applications.

The three modes, Reader, Controller, and AxTrax Reader, govern the
display and operation of the Biotrax system.

Before using the full features of Biotrax it is important to understand the
general operation. Many concepts in this chapter introduce simple system
operations. Further information about specific features can be found in
the subsequent chapters of this book.
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31 Initiate Biotrax
» Run Biotrax as you would any other MS Windows application.
Double-click the Biotrax desktop icon or select Biotrax from the
Start Menu Program list.

To run Biotrax:

1. Double-click the Biotrax desktop icon. Alternately click g)\‘
the start menu icon. Select Programs=>Rosslare>Biotrax. i

r{‘_ .og on Biotrax

Lagin name
|administrat0r ﬂ

Enter pazsword

|
(] | Cancel

Figure 8 — Log on Biotrax Window

2.  The Login name pull-down menu lists the default login names:
administrator, engineer, and security. For now, select administrator.

Login name

engineer
TeCLUty
Figure 9 — Default Users

Enter admin in the Enter password field.
Click OK. The Biotrax main view is displayed.

Note:
e The username and password are case-sensitive.
¢ The default password is admin. The password can be
changed under Operators (to the left of the screen in
the Biotrax Tree).
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3.2 Biotrax Main View

The Biotrax main window is the central place for accessing all the
available features and options. The first time you log into Biotrax the
default system operation configuration is the reader.

&8 Distrax - Biometric Readers Module

Fis Tock Help 1
= L Dot
Sysisaverts (2)
B Eirtic Readers
A 2 &
e Sofvwars Instaltion Guite
= i Deparmried lome
b Goormenl
& Opmiaters e

BiC{f rax:

Copmight (<) 2008 Rosslare Erverprzes Lid

Figure 10 — Biotrax Main Window
The viewing area has four major groups:
© Menu Bar
® Toolbar
© Biotrax Tree
@ Properties Area
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3.3  Menu Bar

Use the Menu bar to access the main options: File, Tools, and Help.

File menu
Logon Log on to the Biotrax system.
When you log on as a new user, the previous user
is logged out.
SQL Server Log on to the SQL database server.
Logon
Exit Exit the Biotrax system.
Tools menu
Database Open the Database window to backup and
restore the Biotrax database.
Settings Set operation mode and the PIN code length.

Import fingers

Import fingerprints from an older Biotrax database
based on MS-Access.

Languages Set the display language.
Help menu
About Software version information.

34 Tool Bar

The Tool Bar provides quick access to the most frequent operations:

Icon Name Description
a New Create a new element of the selected type.
= Edit Edit the selected element.
o Delete Delete the selected item.

Q_I = Download
Download All

Download to one reader or to all readers
using the pull-down menu.

@ Update
Firmware

Easily update the reader/controller frmware
without effecting operation.

AS-W6500 BioTrax Software Manual
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35 Biotrax Tree

The Biotrax Tree view allows users to configure and monitor Biometric
readers and controllers, access groups, proximity cards, departments and
users in the system, and user allowed operations.

Element Name Description
System Events Displays the software operator activities
log file.

d Biometric Displays all readers and controllers in the
Readers/ system. When in AxTrax Reader mode,
Controllers this displays the AxTrax readers.

54-'& Access Groups  Displays all access groups.

& Cards Displays all proximity cards known to the

system.

(11 Departments/ Displays all departments and associated
Users users.

.i‘:-: Operators Displays all operator types.

36 Properties Area

When an element is selected in the tree, the contents are shown in the
main display area and the toolbar icons change to suit the selected
element.

This also shows System Events log file details.

3.7 Management Tasks

The first configuration parameter you must set in the Operation Mode,
whether Biotrax is run in Reader Mode, Controller Mode, or AxTrax Reader
Mode. All other tasks depend on the Operation Mode.

Some tasks are related, with functionality crossing element types. For
example, a proximity card can be configured and learned by Biotrax
using the Card task, Z A proximity card can also be configured and
learned when entering a new user from the Departments/Users task ¥ .

Manual Organization

» Chapter 4 System Settings, page 17.
Change the password, the Operation Mode, and Pin code
length.
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» Chapter 5 Device Properties, page 21.
Define the properties for a reader, controller, or view the AxTrax
reader.

» Chapter 6 Access Groups, page 33.
Manage system access by associating users with device groups.

» Chapter 7 Proximity Cards, page 35.
Configure and enroll proximity cards for Reader and Controller
Modes.

» Chapter 8 Departments and Users, page 37.
Add and delete users from the system. Define departments.
Associate users with departments. This is limited to Reader and
Controller Modes.

» Chapter 9 Operators, page 44.
Add, modify, and delete operators from the system. Define
permissions. This is limited to Reader and Controller Modes.

» Chapter 10 Download to the Unit, page 46.
Download new configuration information to a single reader or
multiple readers. Update a single device with only the changed
information or update the device with all configuration
information.

» Chapter 11 Database Management, page 48.
Manage database backup and restore operations.

» Chapter 12 Firmware Update, page 51.
Update the device with the most current firmware release.

» Chapter 13 Import Fingerprints, page 52.
Import fingerprints from an old Biotrax database based on MS-
Access.

» Chapter 14 System Events, page 54.
Display software operator activities.

Note:

When you open Biotrax, the SQL loads automatically.
You are not required to type in a user name and
password for it to work, although you have that option
in the menu bar File.

Note:
To refresh any page, toggle between tree menu items.

AS-W6500 BioTrax Software Manual Page 16
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4, System Settings

41  Settings Tool

Two system settings must be configured the first time the system is initiated.

» Operation Mode — whether the unit is a Reader, Controller, or a
AxTrax Reader

» Pin code length — the length of the PIN code available for users
(the options are 4, 5 or 6 digits or 4-8 digits)

{Eysiom }

Operation mode
Reader -

Warning!

Changing operation mode will retum defaul setiings,
but will keep users and cards data

PIN code length
18— dats
Warning!

Changing digits number retum defaul settings, and
delete al users pin code

ok Cancel
Figure 11 — Set Operation Mode/ PIN Length

Operation Mode
To Set the Operation Mode:

1. Select Tools->Settings from the Menu bar.

2. Choose Reader, Controller, or AxTrax Reader from the Operation
mode pull-down menu.

Reader: The device is a reader. It sends valid User ID data (card
or PIN) to a host access panel and draws its power
from the host access panel.

Controller:  The device is a controller. It acts as a stand-alone
access controller with its own power supply. It activates
a relay output (located on the power supply unit) due
to a valid user code and fingerprint.

AxTrax Reader: Biotrax is running using the AxTrax database section
of Users and readers information. The elements
displayed are AxTrax elements, configured through
AxTrax. It is not possible to configure readers, access
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System Settings

groups, cards, or users from Biotrax while running the
AxTrax database.

3. Click OK. You are asked “Are you sure you want to change devices?”
4. Click Yes to continue. Click No to cancel the device change.

» Reader to Controller: In Biotrax Tree view the Biometric Readers
becomes Biometers Controllers. Any devices added to the system
at this time default to controller.

» Controller to Reader: In Biotrax Tree view the Biometric Controllers
becomes Biometers Readers. Any devices added to the system
at this time default to reader.

» Controller or Reader to AxTrax Reader: The SQL database logon
window is displayed.

Logon SOL Database (5]

Server Mame:

|[I0c:a|]\\u"eritrax j J

Login:

Password:

D atabaze Mame:

[u]: | Cancel |

Figure 12 — SQL Logon

5. Enter the login name and the password. Click OK. Biotrax now
displays the selected database.

PIN Code Length

The length of the PIN code can range from four to eight digits. More digits
in a PIN code create a higher level of security. This feature is only valid for
the Reader and Controller modes. The digits are grayed out when in the
AxTrax Reader mode.

Note:

This option modifies some configurations and User

- information. It is intended for initial system setup only.
Avoid using it after system is configured.
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To set the PIN code length:

1. SelectTools>Settings from the Menu bar.

2. Select the number of digits for a PIN code.

3. Click OK.

42 Languages

Biotrax can be displayed different languages.

To change the language setting:

1. SelectTools>Languages from the Main toolbar.

Languages ®

Attertion!
Changing language requires software restart

Select language from the list box

Slovenian

OF. Cancel

Figure 13 — Language Settings

2. Click the desired new language and then click OK.

3. Exit Biotrax. To see the changed language display, reenter Biotrax.

43 Operator Password Configuration

Biotrax has three predefined operator types: administrator, engineer, and
security. Each operator type has a preset password. These passwords must
be reconfigured with unique passwords.

Operator password
administrator admin
engineer engin
security secur

To change the password:

1. From the Biotrax tree, select Operators. The list of the default
Operators opens in the Properties Area:
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adu W R

Name [ Language | Everts | Configuration 1 Dperatoss |
&’ adminiztrator English Modify Modify Iodiy
oa engineer Erglish Modify Madify Mane
o secuity English Modify Mone Maore

Figure 14 — Operators view

. N .
2. Choose an operator and click Edit ___ or double-click on the
operator name.

& Operator properties E]

Operator name Password

[Englh |
Scieen Premission

» Logiile Modity

Configuation Modify

Opesators Modify

Figure 15 — Password Window
3. Inthe New password box, enter the new password.
4. Inthe Confirm password box, enter the new password.

5. Click OK.

For information about the other fields refer to Chapter 9 Operators, on
page 44.
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5. Device Properties

Biotrax supports three device configurations as explained in Chapter 3
Getting Started on page 11. Each device has similar properties, and each
has unique properties.

The properties in common are described as the general case. When a
device has additional properties, or is restricted, the occurrence in noted
in the text.

Note:

Every time a parameter is changed in the Biotrax

- configuration, it must be downloaded to the device
before it takes effect.

51 Biometric Tree View

The Biotrax Tree displays the unit’s operation mode as either Biometric
Reader or Controller. You can change the unit’s properties and test the
connection between Biotrax and the unit.

When the Biotrax is in Reader mode or in AxTrax Reader mode, Biometric
Readers appears in the Biotrax Tree.

When the Biotrax is in Controller mode, Biometric Controllers appears in
the Biotrax Tree.

= Q Eintrax

System Events
&l Biometiic Readers
‘H,', Access Groups
@ Cards
= 44§ Departmentssers
i General
o Operators

Figure 16 — Biotrax Tree Reader View

52 Biometric Device Properties Display
The devices, readers and controllers, are displayed in the Properties
Display view.
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ad eS| %

Deseription | Network type Active Status
Demal TCRAP Enabled Updated Al
Demo? TCRAP Enabled Updated Al
Demo3 Serial Enabled Updated Al
Demod Serial Enabled Updated &l

Figure 17 — Biometric Device List

Field Description

Description  This is the device name.

Network The configured network type: serial or TCP/IP.

Type

Active The network is enabled or disabled

Status Updated All - all parameters must be updated (see

Chapter 10 Download to the Unit, on page 46 to
download parameters).

No status entry — the device has the current parameters
already downloaded.

To Create a Reader or Controller:

1. From the Biotrax Tree, select Biometric Readers/Controllers.

Note:

¢ If you switch from Reader to Controller, your
descriptions in the Properties Area are still Reader 1,
etc. instead of Controller 1.

o If you want different names when you switch modes
you must manually change the names when you are
in the Controller mode.

e« To avoid the name problem, name the
reader/controller appropriately during configuration.

2. Click New . The Reader/Controller properties window opens. There
are four tabs shown at the top:

>

>

Network — Configure the Network type that the
Reader/Controller is using.

General — Configure the Programming Code, Secure mode
code, Lockout Condition, and Time.

Reader — Choose the Reader/Controller type, Keypad type, and
Facility code.

Test — Test the Operation mode, Access mode, Firmware version,
Bootloader version, and Sensory version.
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53 Network Tab

The view opens to the Network tab.

Y Reader properties - Reader 1

Network IEene:aIl Reader | Test |

Deescription
|Reader 1

Metwark type
Serial - W Enabled
Serial
TCPAP
Corm port
180 M1 >
Speed

] =

ok Concel |

Figure 18 — Reader Properties Network Tab

1. Select the Network type: Serial or TCP/IP (see TCP/IP vs Serial, on page
65 for a discussion of the two communications parameters).

2. When the Network type is Serial, select the Com Port. If the selected
Network type TCP/IP refer to the next section for set up details.

3. Enable or disable the Network with the checkbox.
To Set-up your Network to TCP/IP:

If you choose to set your Network type to TCP/IP, you can either set it up
with a Remote (WAN) connection or to MD-N32 (LAN network).

Even if working in WAN, the MD-N32 must be first configured locally on
LAN network.
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®1 Reader properties - Controller 1

Network | Genersl | Readsr | Test |

Descnpbon

[Conlroien

MNetwork lype

[Tcear - ¥ Eriabled
TCRAR
P Address
Pt Speed
[o =[] |
I~ Femote [WAN)] Config MD-N32 |

oe | Cancel |

Figure 19 — Reader Properties Window TCP/IP View

Connect the MD-N32 on your local network.

2. Onthe Network type drop-down menu, select TCP/IP. A TCP/IP

section appears at the bottom of the screen.

3. Select Config MD-N32. The MD-N32 Config window is displayed.

MD-N32 Cafig

Search Options
 AIMDN32

" Direct MAC Address | 00 00 00: 00 : 00 : 00

" Direct IP Addiess
| MO-N32 st | Status |
Avaliable

00:08:0C:11:C3B3

00:08:0C:11:FE:61
00:08:0C:12:37:4E Aualiable
00:08DCAZACES Avwaliable

Search
Configuration —
Local IP Address
192 168 20 111
Subnet
265.255.2585. 0
Gateway
(O A
Speed Local Port
e N
™ Remote [WaAN)
Apply
Cloze

Figure 20 — MD-N32 Config Window

AS-W6500 BioTrax Software Manual
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4. In the Search Options section, select the Search type.
All MD-N32: Search for all MD-N32 devices.

Direct Mac Address: Search for the device specified by the given
Mac address.

Direct IP Address: Search for the device specified by the given IP
address.

5. Click Search. A list of all of the possible MD-N32s appears in the MD-
N32 list.

6. From the MD-N32 list select the desired MD-N32 unit to connect with
the AYC-W6500 being configured. The Network details section is
displayed.

You can identify the MD-N32 unit according the MAC address in MD-
N32 list. It is identical to the MAC address printed on the bottom of
each MD-N32 unit.

7. Fillin the Network details: Local IP address, Subnet mask, gateway
address, and Local Port address.

8. If you intend to connect through WAN, select the Remote (WAN)
checkbox. Enter the Server Port and Server IP address.

9. Click Apply.
10. Power-cycle the MD-N32 unit.
11. Click Close to close the MD-N32 Config window.

12. Make sure that MD-N32 is connected to the AYC-W6500 using serial
communication cable (see the AYC-W6500 hardware manual for
details).

13. If working over a WAN, make sure to re-assemble the MD-N32 and
AYC-W6500 at the remote location.

14. Click TEST tab. Press the test button to verify communication between
Biotrax and AYC-W6500.

Warning:

Consult your system administrator for proper Network
. parameters values for each MD-N32 before you
perform the MD-N32 configuration.

54 General Tab

Reader Mode and Controller Mode have parameters in common. The
Controller Mode has addition features that are discussed after the
common features.
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®¥ Reader properties - Reader 1

Metwark,  General lHeader] Test |

e e e
| Condtion
I o Sﬁ wrong codes
Tirne
0 = 38C.

Keypad Backlight

R -

[ Specialcodes ——— —

| ¥ Enabled pragramming code

| [1234123¢

| Secure mode code

| |mzEes

]

Cancel ]

Figure 21 — Properties Window General Tab

Special Codes

A Special Code may be used to force the unit into a specific mode of

operation.

Enabled
programming
codes

Secure mode

When selected, the user can enter this code at
the device to force the unitinto local
programming mode.

This code is used on the reader to switch
between Normal mode and Secure mode.

« Normal Mode: only Card+finger or PIN+finger

e« Secure Mode: Card+PIN+finger are required

code
is required to gain entry.
to gain access.
Lockout
Lockout
code before being locked out.
Time

Set how many times a user can enter wrong programming

The length of time that the AYC-W6500 is locked out

(keypad and Proximity reader are disabled).

During Lockout condition the readers beeps every few

seconds

AS-W6500 BioTrax Software Manual
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Keypad Backlight

Select your desired backlight option from the Keypad Backlight dropdown

menu.
ON Backlight is always on.
OFF Backlight is always off.
ON- Backlight is on when first key is touched. It stays on for a few
OFF seconds and then goes off.

Controller General Tab Additions

In addition to the Reader parameters, the Controller has two additional
parameters: Test Code 1 and Auxiliary code.

Test Code
1

Auxiliary
Code

Special codes
[V Enabled progeamming code

[12341234

Secwre mode code

38383838

Test Code 1

25802580

"Mat availble when exists PIN codes

Auilary code

08520852

Figure 22 — Controller General Tab

Used to access the Controller before any users and PIN
codes are defined.

Once a user and a PIN code are defined in the system,
this code is erased and the number 2580 cannot be used
again as the test code.

This checks that the unit is working. The code does not
have to be deleted like Test code 1, as long as it is not
connected to the door.

4digits | 5digits | 6digits | 4-8digits
Defaults
Codes:
Programming 1234 12341 | 123412 | 12341234
Code
Secure Code 3838 38383 | 383838 | 38383838
Test Codel 2580 25802 | 258025 | 25802580
Auxiliary 0852 08520 | 085208 | 08520852
Code

Page 27
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55 Reader Tab

This tab is active only in Reader Mode. The keypad type sets the method
used for transmitting keystrokes from the Reader to the host access control
panel. The control of the reader can also be set through the auxiliary
mode.

Note:
Refer to the hardware installation manual for more
details on keypad format.

®l Reader properties - Reader 1

Metwork | General  Fleader ]Test |

Reader type
|Wiegand 2E bits j

Keypad type
|Wiegand E bit [Rosslare] j

Facility Code
i E|i

Auzilian mode
|Input Led Cantral j

Auilary Input iz Led Cantral

ok | Cancel |

Figure 23 — Reader Properties Reader Tab
To Change the Reader Keypad Type and Auxiliary Mode:
1. From the Biotrax Tree, select Biometric Readers.

4
2. Click Edit d . Alternatively double-click the reader description in the
Properties Area. The Reader Properties Window is displayed.

Click the Reader tab. The Reader tab opens.
Choose the Reader type — Wiegand 26 bits or Clock & Data.

Choose the Keypad type — Wiegand 6 bit (Rosslare), Wiegand 6 bit, or
Wiegand 8 bit.

Enter the Facility Code (depends on keypad type).
Select the Auxiliary mode: control the LED, buzzer, or toggle. Click OK.
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» Input Led Control — Auxiliary Input functions as an LED Control. It
toggles the LED color between red and green.

» Input Buzzer Control — Auxiliary Input functions as a Buzzer
Control. It toggles the buzzer operation on and off.

56 Controller Tab

Set the Controller’s properties such as: lock output, auxiliary input, timers,
and a chime on valid entry.

To Change the Controller Properties:

1. From the Biotrax Tree, select Biometric Controllers.

]
2. Click Edit d . Alternatively, double-click the Controller in the
Properties Area.

3. Select the Controller tab.

@4 Controller properties

Netwiork | General Controller | Test |

Lock output Timers
Doot open
i
MNotmally Open m sec.
" Normally Closed Sien
] 3: i,
I~ Chime on valid entry
Aypaliary mode
i]npm activates Dutput, Code activates Output _:J

Auilary Input activates Auslary Dulput
Aumilary code activates Auwary Dutput

Aumiliany open time

™ Toggle output rr'a e

ok | Concel |

Figure 24 — Device Properties Controller Tab
In the Lock output section, select Normally Open or Normally Closed.
In the Timers section, set the time for Door open and Siren.

Choose whether to enable the Chime on valid entry.

N o a &

Auxiliary mode has many choices:

» Input activates Output, Code activates Output
Auxiliary Output is activated by either shorting auxiliary input to
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Ground, by the Auxiliary Code or by User code if this User has
assignment to activate Auxiliary Output.

» Input toggles mode, Code activates Output
Auxiliary Output is activated by Auxiliary Code or by the User
code if this User has assignment to activate Auxiliary Output.
Auxiliary Input toggles the operation mode between Normal
mode (card or PIN + finger) and Secure mode (card + PIN +
finger).

» Input toggles mode, * activates Output
Auxiliary Output is activated by pressing the * key on the keypad.
Auxiliary Input toggles between operation mode between
Normal mode (card or PIN + finger) and Secure mode (card + PIN
+ finger).

» Input toggles mode, Tamper condition
Auxiliary Output is activated by Tamper condition detected by
the tamper sensor at the back of AYC-W6500.
Auxiliary Input toggles between operation mode between
Normal mode (card or PIN + finger) and Secure mode (card + PIN
+ finger).

» Input toggles mode, Direct Shunt
Auxiliary Output is closed by any valid User Code and fingerprint.
This mode is used for bypassing the intruder alarm Zone input
when the door monitor input is not available.
Auxiliary Input toggles the operation mode between Normal
mode (card or PIN + finger) and Secure mode (card + PIN +
finger).

» Input door monitor, Shunt condition
Auxiliary Output follows auxiliary input condition unless valid a User
code is entered. During this time it remains closed for the
programmed delay duration. This mode is useful for shunting an
alarm system input on valid access and fingerprint, and triggering
an alarm if no valid access occurs.
Auxiliary Input must be connected to the door monitor switch to
detect a door opening duration.

» Input door monitor, Forced condition
Auxiliary Output is activated by a door forced open condition, in
which a door is forced open when no valid door open condition
occur s(usually User code=finger). Auxiliary Input is has to be
connected to the door monitor switch in order to detect a forced
door open condition.

» Input door monitor, Ajar condition
Auxiliary Output is activated by a door ajar condition, in which a
door is left open for longer than a pre-programmed duration.
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Auxiliary Input has to be connected to the door monitor switch, in
order to detect a door opening duration.

» Input Led Control, Code activates Output
Auxiliary Output is activated by an Auxiliary Code or by User
code if this User has assignment to activate Auxiliary Output.
Auxiliary Input functions as LED Control, it toggles the LED color
between red and green.

> Input buzzer Control, Code activates Output
Auxiliary Output is activated by an Auxiliary Code or by User
code if this User has assignment to activate auxiliary output.
Auxiliary Input functions as Buzzer Control. It can toggle the buzzer
operation on and off.

Note:
Refer to the AYC-W6500 manual for an explanation of
each of the options while using the Auxiliary mode.

8. Select whether to Toggle the output with the checkbox.
9. Set the time for the Auxiliary open time parameters.
10. Click OK.

57 AXxTrax Reader Tab

The Biotrax Tree displays the unit operation mode as either Reader or
Controller. In AxTrax Reader mode a physical difference is not seen
between the AxTrax Reader and Reader in the tree. Both are selected
through the Biometric Readers.

There are only a few functions you can view or change while using the
AxTrax Reader mode:

» View System Events

» Update some General Reader Properties
» Update Firmware

» Add fingerprints

Users created in the AxTrax database can be seen in the Biotrax
database. Fingerprints can be enrolled for each User from Biotrax. This is
not possible in AxTrax. In addition, only readers designated in the AxTrax
database as AYC-W6500 reader appear in Biotrax.
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Note:

In AxTrax Reader operation mode it is still possible to

. change and download general reader settings which
are not directly related to the User and cards.

Refer to section 5.6 Controller Tab, on page 29 for the specific
parameters.

58 Test Tab

You can test the connection between Biotrax and the Reader unit.
To Test the Connection:

1. From the Biotrax Tree, select Biometric Readers/Controllers.

4
2. Click Edit . Alternatively double-click the reader description in the
Properties Area. The Reader properties window opens.

3. Click the Test Tab.
Click Test to being testing the connection.

@ Reader properties - 1\Panel 1 \Reader 1 g|§|@

Netwnrkl Eenera\] Reader Test l

Test firished Test
INNEENEENNNENENNNRENNENNRENEEN

Operation mode: Reader

Access mode: Nomal Mode
Firmeare version: ayxEh00_00_02_08
Bootloader version: bl_apE500,00_002
Sensor version; Ak

oK Dmse |

Figure 25 — Sample Reader Test

The Operation mode, Access mode, Firmware version, Boot
loader version, and Sensor version are updated by the Reader
unit.

5. Click OK.
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6. Access Groups

Access Groups allow you to manage who has access to every door that is

under a reader or controller. This is a useful function if you have many
controllers or readers.

[\[e] (=K

In AxTrax Reader mode, Access Group settings can not

be changed by Biotrax. They can only be changed in
AxTrax.

To Manage Access Groups:

1. On the Biotrax Tree, select Access Groups.

o
2. Right-click Access Groups, or on the Toolbar, click New—.

= q Biotrax
System Events
- |g| Biometric Contrallers
i Controller 1
| Cortroller 2
o| Controller 3
oUp
h'\\ b aster
@ Cards
=444 Departments/Users
pip General
#y Operators

e

Figure 26 — New Access Groups Menu

Access Group EI

Description

|Aceess Group 2

Readers |

Fleader 1
Fisader 2
Ficader 3
Fleader 4

ak | Cancel ‘

Figure 27 — Access Groups Window
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3. Under Description, the name Access Group 2 appears by default.
Keep this name or type in a new name.

4. Place a check next to each controller or reader you want managed
by the Access Group you have just created.

5. Click OK.

Note:

You cannot delete or change the default Master
. Access Group. Master must have access to all the
readers and controllers.
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7. Proximity Cards

Cards are added and managed in Biotrax in two ways:

» Through Card Management
» Through User Management

Assingle card can be added to Biotrax either as a result of adding a user
and his associated card or by adding an individual card, before it is
assigned to a user.

Batches of cards may also be added to the system and assigned to users
at a later time.

Note:
Card management is only applicable to Reader and
. Controller modes, not the AxTrax Reader mode.

7.1 Add New Card

1. Inthe Biotrax Tree, click Cards.

4l
2. From the Toolbar, click New —.

ndd Card

Feader type
| |

Seqguential cards

Cards quantity

Start from [0 to B5535)
o

Site code [0 to 255]
o

fdd | Close

Figure 28 — Add Card Window
Under Cards quantity, type the amount of cards to add.
Under Start from type the first card number.
Under Site code, type the site code for this set of cards.
Click Add. The cards are added to the system.

2
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7. Click Close to return the Main Window.
The new cards are listed in the Properties Area.

[\[e] (=K

. are assigned to a user already.

72 Delete a Card
You can remove a card from the system.

To Delete a Card:
1. Inthe Biotrax Tree, select Cards.
The cards list is displayed in the Properties Area.

2. Inthe Properties Area, select the card to delete.

3. From the Toolbar, click Delete E .

The card is deleted.

You can delete multiple cards, but cannot do so if they

AS-W6500 BioTrax Software Manual
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8. Departments and Users

Users are individuals in specific Departments. Both users and departments
can be configured in Reader Mode and Controller Mode. When Biotrax is
in AxXTrax Reader mode only departments can be configured.

Note:
‘ User management is only applicable to Reader and
. Controller modes, not the AxTrax Reader mode.

81 Add a Department

To manage users, you can organize them under different departments.

1. Inthe Biotrax Tree, right-click Departments/Users or in the Toolbar, you

a
can click New .

-4 Biotraxhlet
Suystem Events
= k| Biometric Readers
2| Cortroller 1
=y Access Groups
(i Master
@ Cards
=82
##4 General - _New
on Operators

Figure 29 — New Department Menu

2. From the Departments/Users menu, click New.

®%pe partment

Drescription

Ok | Cancel |

Figure 30 — Department Window

Under Description, enter the name of the new department.

Click OK.
The department is added to the Biotrax Tree.

8.2 AddaUser

A User is an individual working within a department.
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In the Biotrax Tree, select the department where you want to add the
new user.

&
From the Toolbar, click New —.

The user is automatically assigned a user number. The user number
cannot be changed.

User General Tab

o > 0 NP

B elanio Josephe =
Genesal | Codes | Detsls |
Phota
Ut N

Frit Narver

Last Hasne

User azsgrmenty
FF Ackvate Lock outoit

™ Activate Auodiary output

| |

Figure 31 — User Properties Window General Tab

Note:
The User assignments section in the above picture is
only found when you are in Controller mode.

Under Photo, click Add to add a photo for the user.

Type a First Name and Last Name for the user.

Under Department, you can change the department for the user.
Under Access Group, you can change the access group for the user.

In the User assignments section, you can choose to Activate Lock
output and Activate Auxiliary output by checking each option.

Click OK.

User Codes Tab

Once you have added a user, you can add a PIN code and cards to that
user. A user can have more than one card associated. You can choose to
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make certain cards active or inactive. You can also enroll the user’s
fingerprints. Each user can enroll two different fingers.

To Add a PIN Code, Cards, and Fingerprints to a User:
1. Choose the department you put the user in. In the Properties Area,

A

. .o . . .
select the user name and click Edit ___. Alternatively, in the Properties
Area, double-click the user name. The User properties window opens.

2. Click the Codes tab. The Codes tab opens.

@Y user properties

General Codes | Detals |
Carde

PIN code
Code.

Fingerpints
Eniolment Readet

0 fingerpiints envolled

[ E— add

* Ates sy changs in fingeipiints Download action must be
dore.

Add fom st
Add manually
Remove

Auto PIN

__Feond

oK Close

Figure 32 — User Properties Window Codes

Under Cards, you can add cards from the list of cards already in the
system or you can add a card manually.

3. To add a card from the list, click Add from list.

The Card List window opens.

Card List _@]

Site Code ‘ Card Mumber |

005
005
005
005
005
005
005
005

Add

(0000000003
(0000000004
0000000005
(0000000006
(0000000007
(0000000002
(0000000003
0000000010

Clase I

Figure 33 — Card List Window
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4.

5.

10.

Select the cards to add. You can select more than one card.

Note:
Adding more than one card per User reduces the
maximum Users capacity to less than 500 Users.

Click Add.

The selected cards are added to the user and you are returned to
the User properties - Codes window.

B wetanie Josephs x|

Genesal Codet | ek |
Carcs

[ Caret Mussboer Ghelode | ~ Addhomist |
B oooooences  oan Add sy |
MoomenE 20 L Fams |
PIN code

Code

[ Ao PIN |
Fragopsns:

Eruiven Reades

[Fender 1 - Add

1 brgerpens srandert

“ Alirs e ehangs in fngerpinis Trowelasd” action st be
dora

o | Clse

Figure 34 — User Codes with Cards Added
Under Cards, you can uncheck a card to make it inactive.

Under PIN code, type the code. Or you can simply click the Auto PIN,
which will choose a PIN code for you.

Under Fingerprints, click Add.

You will see the message Place your finger.

Fingerprints

1 fingerprintz enrolled

Figure 35 — Enroll Fingerprints

Place the user’s finger on the scanner. The finger is scanned and you
are asked to place your finger again.

Place the user’s finger on the scanner for a second time.
The finger is scanned. The message 1 fingerprint enrolled is displayed.
You can optionally add a second finger.
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11. Repeat steps 8 through 10 to add a second fingerprint.

Note:

Up to 500 Users can be enrolled with one finger per
- User.

Up to 455 Users can be enrolled with two fingers per
User.

Fingerprints

1 fingerprintz enralled Add

1 fingerprints enralled Remove all

12. To remove the fingerprints, click Remove all.

Note:
After any change in settings, including fingerprints, the
- ‘Download’ action must be executed.

E -

13. Select the Download . mode: Download or Download All.

Download Headers =
Select the hams 1o dowmbosd by cicking on the chisk Bax
Desmtun [ Dovmiond

B 1'Panel 1 \Rirader 1

Select Al Clear Al

1= Dowrlnad ook changes
" Dowrload ol dota

Dowrioad Changes vl updale the deta m the Devace.

ok | Concel |

Figure 36 — Download Readers

14. Click OK. The status bar on the bottom of the screen displays the
download progress.

User Details Tab

Biotrax saves user information such as telephone numbers and addresses
and employment date. This information is optional.
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To Add Details to a User:

. . N .
1. Inthe Properties Area, select the user and click Edit _—_. Alternatively,
in the Properties Area, double-click the user name.

2. Inthe User properties window click the Details tab.

@ Melanie Josephs
Geneial| Codes Delait |
Telephane Home telephone
I
Mobile Cai regishiation
Fa Title
Emai Employment date
T [77 172007 il
Address Hotes
OK Close

Figure 37 — User Details
3. Enter the details in each field.
4. Click OK.

8.3 Delete a User

You can remove a user from User Properties.

1. Inthe Biotrax Tree, select the department. The users list is displayed in
the Properties Area.

2. Inthe Properties Area, select the user name to delete.

o

3.  From the Toolbar, click Delete and perform a download.

84 Add Fingerprints in AxTrax Reader Mode

The users in the AxTrax database can be seen in the Biotrax database. The
only action you can change in the Biotrax database that you cannot
change in the AxTrax database is adding fingerprints.

To Add Fingerprints:

1. From the Biotrax Tree, select Departments/Users.

2. Click on the Department of choice. The list of users appears on the
Properties Area.
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¥

3. Click Edit . Alternatively, double-click the already-existing user in
the Properties Area.

B John Dee 3]

Genaiel oo | Datade |
Castly

Codbober | G Gods |

1991 code.

Ervolmert Feader
x| fckd

O frgerponi eninbed

= Blles ry charge n legeprrets Diwekoat action s by
them

|

Figure 38 — User Codes Tab

Note that practically every button is grayed out, including OK. This is
because you are not able to make most changes for the AxTrax
database in the Biotrax database.

4. Click the Codes tab. In this tab, you are able to change one function
that can be seen in the AxTrax database - adding fingerprints.

o

Under the Fingerprints section, click Add.

6. The text box below the Enrollment Reader indicates place your finger
once and then a second time.

~

Only after this is completed, the OK and Remove all buttons turn dark.

Note:

Up to 500 Users can be enrolled with one finger per
User.

Up to 455 Users can be enrolled with two fingers per
User.

Repeat steps 5 through 7 to add another fingerprint.

Click OK.

Note:

In the AxTrax software, you cannot change or remove
the fingerprints once a fingerprint(s) is added to the
AxTrax Reader. If you need to make a change or wish
to remove a fingerprint(s), you must go back to the
Biotrax software.

Refer to section User Codes Tab on page 38 for a more in-depth
discussion of fingerprint enrollment.
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Biotrax has three predefined operators: administrator, engineer, and
security. In Reader and Controller mode, more operators can be added
to the system. In AxTrax Reader mode no other operators can be added.

Each operator can be edited.

To Display the Operators:
1. From the Biotrax tree, select Operators.

The list of the default Operators open on the Properties Area:

a4 %

Name | Language | Events | Configuration Opesators
.’." adminiztrator English Modify Modify Modiy
o engireer English Iodify taodify More
o secuity English Modify MHone Hone

Figure 39 — Operators view

91 Modify an Operator
To Edit an Operator:

. . . .
1. Select an operator and click Edit ___ or alternatively double-click on
the operator name.

The Operator properties window opens.

@Dperatnr properties El

Dperator name Password

Screen Premission
F(null) Maodity

Configuration Madily

Operatars Madity

0K | Cancel |

Figure 40 — Password Window

2. The name of the operator can be changed. In the Operators name
box, enter the new operator name.

Enter a password in the New password box.

Enter the new password in the Confirm password box to confirm the
new password.
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5. Permissions are granted to view the Log File, Configuration, and
Operators windows. Access is granted as None, Read, or Modify.

None: The window is not displayed for this operator.

Read: The window is displayed. The operator is restricted to
read-only.

Modify: The window is displayed and the operator has

permission to modify the parameters.
6. Click OK to save the changes.

9.2 Add an Operator

To Add an Operator

This function is restricted to Reader and Controller Mode. New operators
cannot be added when in the AxTrax Reader mode.

Click New d . The Operator properties window opens.

2. Enter all the information according to Edit (above) and Click OK to
save the new operator.

The new operator name is displayed in the operator list.
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10. Download to the Unit
Once you have defined users, cards, PIN codes and fingerprints, you must
download the information to the unit.

Biotrax can connect to the unit and download data from Biotrax to the
unit.

ﬂ

The current version does not support synchronizing
data. Downloading to the unit overwrites all information
in the unit with the information from Biotrax.

To Download to the Unit:

Ensure the unit is connected to the PC via a serial cable.

From the Toolbar, click the arrow next to the Refresh icon.

Download

| Download All I
Figure 41 — Download Menu
The Download menu opens.

3. Click Download.

[\[e] (=K

If you select Download All, you have the choice of
- downloading more than one reader or controller.

The Download Changes window appears.

Select the tems ta dovrload by clicking an the check box

Desciption
Freader 1
Freader 2

[ Download [

Select All Clear &l

@ Download orly changes

" Download &l data

Download Changes wil updat the deta in the Device.

0K Cancel
Figure 42 — Download Changes Window
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4. Select either Download only changes or Download all data. The
above picture is on Download only changes.

5. Click OK to being the download.

@

Download all data clears all data in the device and
copies the new data from the PC.

6. Once you have downloaded the data, your status on the Properties
Area that previously showed Updated is now empty. This is how you
will know whether you have updated your data.
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11.  Database Management

The Biotrax database can be saved, restored, and cleared.

Note:

The database cannot be updated when the Biotrax is in
. the AxTrax Reader mode. While using AxTrax Reader
mode, in the Menu bar under Tools, Database is grayed
out.

Select database oplions
|Backup Biotrex database |

Backup Biotran database
Restore Biotrax database
Clear Blotl:bﬂ database

Browse.

Backup
Close: [

Figure 43 — Update Database Window

111 Backup the Biotrax Database

The current database can be backed up to a file. Periodic backup of
databases is a proven method for maintaining system integrity.

To Backup the Biotrax Database:

1. From the Tools menu, click Database. The Update Database window
opens.
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@ Update Database

Select database options

Backup

Backup folder
C:%Program Files\RosslarehBiotrax\B ackup\BacklUp_23_11_2005.
mdb

Browse:
Backup
Close

Figure 44 — Backup Biotrax Database Window

2. From the Select database options pull-down menu select Backup
BioTrax database.

The backup is automatically saved under Biotrax today’s
date_vl.bak.

Click Browse to change the name and location of the Backup file.
Click Backup to start the backup.
Click Close to finish. The database is saved to the selected location.

11.2 Restore a Biotrax Database

You can import a Biotrax database. When the system is initialized, use this
option to use an existing Biotrax database or to import a backup.

To Restore a Biotrax Database:

1. From the Tools menu, click Database. The Update Database window
opens.

@1 Update Database g|

Select database options

~Restare

Replace cunient databass with

Brawse...

Restore
Closs

Figure 45 — Restore Biotrax Database Window
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2. From the Select database options pull-down menu select Restore
BioTrax database.

Click Browse to select the file to restore.

Click Restore to restore the database.

Click Close to finish.

The database is restored and replaces all the current information.

11.3 Clear a Database
The database can be cleared of all information.

To Clear a Database:

ﬂ

This option deletes all existing user and card information
as well as all existing configuration.

1. From the Tools menu, click Database. The Update Database window
opens.

@ Update Database gj

Select database options

Import

“wiarning!

Clear current database will delete all configuration and data

Clear
Close

Figure 46 — Clear Database Window

2. From the Select database options pull-down menu select Clear
Biotrax database.

3. Click Clear.
Click Close to finish.
The current database is cleared of all information.
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12.  Firmware Update

Keep the firmware of the unit up to date using Biotrax.

To Update the Firmware:

1. Ensure the unitis connected to the PC.

k|
2. Click Update Firmware . The Update Firmware window opens.

El_ Update Firmware - Controller 1 @

Firrneare file
|E'\Prngram Filez\Rozslare\BiotrasMet\FirmwarehapE50000_02_08 hex

Browse...

Click on 'Program’ ta start

Frogram | Cloze |

Figure 47 — Update Firmware Window

3. Click Browse to select the update file.
4. Click Program to start updating the firmware.
5. Click Close to finish.

The firmware is updated.
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13.  Import Fingerprints

Legacy BioTrax databases may contain valuable fingerprint information.
With the Import Fingerprints Wizard, you can import fingerprints from old
BioTrax databases that conform to MS-Access format.

To Use the Import Fingerprints Wizard:
1. From the Tools menu, select Import fingers.
The Import Fingerprints Wizard window.

Import Fingerprints Wizard =

Welcome to Import Fingerprints Wizard

This wizard wil helps you to impart fingerprints from old biotrax databases in MS-Access fomat.

Select Biokrax database fle
C:ADocuments and Settings\Howard\D esktop\AS WES00\BioT raxN et\FingerDB.mdb

Browse...

E Mest > | | Cancel }

Figure 48 — Import Fingerprints Wizard Window
Click Browse to select the old database file.
Click Next to start importing the fingerprints.

Import Fingerprints Wizard

Select one user from each list and chick on ‘match’ butten.

0id MS-Access Users Cunent SOL Users

010 User, New e 2 2HewUser

Os User, New O: Josephs, Melanie
CI8  User New

O7  User New
Os User, New
as User, Mew
(mE} User, New

[mE] User, New
[=H User, Mew
2
< >
Match
< Back E Neat > | 1 Cancel f

Figure 49 — Match Fingerprints View

4. Match the Old MS-Access Users with the Current SQL Users. Check
the corresponding numbers in each section.
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For example, check 3, Josephs, Melanie on the right hand side of the
window. Check 3, User, New on the left hand side of the window.

Click Match. Once matched they disappear off the screen.
After matching click Next.

‘Wizard i ready to impot fingerprints. Click on Nest' button to start action.

[User Hew=>  User
User, Hew => 2 New User
User, Mew => Josephs, Melanie

< Back | Next > I I Cancel [

Figure 50 — Ready to Import View
7. Click Next and the wizard imports the fingerprints.
8. After the import succeeds, click Finish.
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14.  System Events

View the actions performed by all operators in Biotrax.

To View the System Events:

1. From the Biotrax Tree, click System Events. The system events window
opens in the Properties Area.

= -
Date Operator Screen Action

9/24/2007 20321 PH administrator Logon Logon scitware
/24/2007 20151 P secuiy Logon Logon soitware
/2472007 20141 FM enginesr Engineering Access Modiy Acgess Group
9/24/2007 201:33 PM enginesr Engineering Access Add Access Group
9/24/2007 201:18 PH engineer Users Add #0 Harvey Rabbit
9/24/2007 200:55 i engineer Users 4dd 40 Joe McClusky
/24/2007 200:35 P enginesr Engineering Dept Add department
/2472007 200:22 PM enginesr Logon Logon scitware
9/24/2007 1:59:55 PM administrator Users Mody #2 Mary Baker
9/24/2007 1:59:49 P administrator Users Add #0Mary Baker
9/24/2007 1:59:24 FM administiator Users Modiy #1 John Smith
/2472007 1:58:12 FM administiator Aocess Gioup 4 Modiy Acgess Group
9/24/2007 1:59:03 PM administiator Access Gioup 3 Modiy Access Group
9/24/2007 1:59:05 P administrator Access Gioup 2 Modiy Access Group
9/24/2007 1:56:53 i administiator sccess Gioup 4 4dd Access Group
9/24/2007 1:56:55 FM administiator #ooess Gioup 3 4dd Access Group
/2472007 1:56:51 P administiator Access Gioup 2 4dd Access Group
/2472007 1:56:45 PM administrator Usere Add #0 Jahn Smith
9/24/2007 1:57:42 P administrator Operators Add OperatorDema2
9/24/2007 1:57:18 P administiator Operators Modiy DperatorDemol
/2472007 1:57-08 FM administiator Dperators Modiy DperatorDemol
/2472007 1:56:44 PM administiator DemoDept Add department
9/24/2007 1:56:25 PH administrator Dermod

9/24/2007 1:56:16 P administiator Demo3

9/24/2007 1:55:55 FM administiator DemoZ

/2472007 1:55:34 PM administiator Demal Modiy resder
9/24/2007 1:55:23 PM administrator Denmal

9/24/2007 1:54:47 P administrator Logon Logon scitware

Figure 51 — System Events View

141 Specify Report Time

The icon 2 " is a pull-down menu to allow selection of view qualifiers.

:J| s g‘l T
Wiew last hour
View last day
View last week
‘Wiew specific period
View all events

Figure 52 — System Event View Qualifiers

» View last hour: Only events that occurred in the preceding hour
(the current time - 60 minutes) are displayed.

» View last day: Only events that occurred in the preceding day
(the current time - 24 hours) are displayed.

» View last week: Only events that occurred in the preceding hour
(the current time - 7 days) are displayed.
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» View specific period: Only events that occurred in the specified
time period are displayed.

®is pecific period

Fiom Uniil
| avz3r2007 | [ aresccoo7 k|

Figure 53 — System Event View Time Period

> View all events: default view. All system events are displayed
from the time Biotrax is installed.

142 Sort System Events

The System Event View can be sorted according to Date, Operator,
Screen, or Action. Click the desired option. The report is sorted and
displayed according to the selected option.

= -
[ Date | Operator [ Screen [ action
9/24/2007 20321 PH administrator Lagan Logon scitware
caruin = [t

Figure 54 — System Event Sort
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Appendix A. Prerequisites Installation

Microsoft SQL Server 2005 Express

When the target system does not have Microsoft SQL Server 2005 the
InstallShield Wizard automatically starts the installation process. Upon
being asked if you want the SQL server, answer Yes.

The installation begins automatically.

InstallShield Wizard

Veiitia AS-225 requirss that the following rsquirements be installed on your computer prior
*1 to instaling this application. Click OK ta begin instaling thess requirements

Status Requirement
Edtracting Miciosoft SOL Server 2005 Express

Extracting: Micrasoft SOL Server 2005 Express SOLEXPR EXE

f 1
L

Figure 55 — Miscrosoft SQL Extraction

Several files are extracted during this process. You may see screens such
as the one below. Do not interrupt the process.

Extracting Files

Extracting File:  setuphprogram filesimicrosoft =gl
Ta Directony: :%b88d110746E6E3d4dBe

Figure 56 — Extract Files Bar
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P Microsoft SQL Server 2005 Setup

Installing Prerequisites

Server.

[FL Sarver Lomponent Update wil nstal the folowing
equred for SOL Server Setup:

* Microsoft SOL Server 2006 Setup Supcort Fles

Configurng components. ..

Lancel
Figure 57 — SQL Configure Components

Microsoft SQL Server 2005 Setup

System Configuration Check

SO Server Sehup bs scanning your compuber's configuration. ..

Figure 58 — SQL Discovery Process

P microsoft SOL Server 2005 Setup

Setup Progress

The setecbed comporer ity are being corfigured

Froduct

Stahs
MG

()5, et sunport Flss Corfiang Comeanents..,
508 Hather Chenk
‘508 V55 Wriker

‘S Sexvver Dol gbures Sexvies

Stobis

| oo |

Figure 59 — SQL Component Installation
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.Net Framework 2.0 Installation

After installing the SQL Server the system determines the presence of .NET
Framework 2.0. If .NET Framework 2.0 is not present on the system, you are
asked to install it.

Preparing to Install...

BictraxMet Setup is preparing the InstalShickd Wizard,
wehich swill guice you through the program setup process.
Please wait.

Configuring Windows |nstaller

InstallShield

<P

g

BiotraxMet optionally uses the Microsoft (R) \MET 2.0 Framework, Would vau like to install it now?

Cancel

Figure 60: .NET Framework 2.0 Installation Window
1. Click Yes to continue.

ik Microsoft .NET Framework 2.0 Setup

End-User License Agreement

End-User License Agreement ~

MICROSOFT SOFTWARE SUPPLEMENTAL LICEMSE TERMS
MICROSOFT JMET FRAMEWORK 2.0

Microsoft Corporation (or based on where you live, one of its affiiates) licenses this
supplement ko you, IF you are icensed ko use Microsoft Windows operating system
software (the "softwars™, you may uss this supplement. You may nok use it iF you do
niot have a license For the software. ¥ou may use & copy of this supplement with each
walidly licensed copy of the software.

v

By clicking "I accept the terms of the License Agreement” and proceeding ko use the
product, Tindicate that 1 have read, understood, and agreed to the terms of the End-User
License Agreement.

[¥]1 accept the terms of the License Agreement

[ <gack | [[nstal> | [ cancel |

Figure 61: .NET Framework 2.0 End-User License
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2. Check | accept the terms of the License Agreement.

3. Click Install to start the installation process.

i Microsoft .NET Framework 2.0 Setup

Setup Complete

Microsoft .NET Framework 2.0 has been successfully installed.

1tis highly recommended that you downlaad and instal the latest service packs and
security updates for this product.

For more information, visit the Following Web site:

Product Support Center

Figure 62: .NET Framework 2.0 Setup Complete

4. Click Finish at the end of the installation process.

Upon completion of the SQL and .NET installation, installation continues
according to the Biotrax Software Installation on page 5.

Page 59 AS-W6500 BioTrax Software Manual



Firewall Configuration

Appendix B. Firewall Configuration

The following instructions explain how to configure the standard Windows
Firewall for Windows XP.
To Configure the Firewall:
1. Click the My Computer icon on the desktop.
The My Computer folder opens.
2. Select the Address Bar and type "Control Panel". Hit the Enter key.
The Windows Control Panel opens.

& Contral Panel
Flle Edt View Favortes Tools Help
@6ack ~ 0 F seach [T Folders [0+

address | (@ Control Panel

E’ Control Panel Pick a category

@ Switch to Classic Yiew

g

s Appearance and Themes Printers and Other Hardware
See Also - .
& ‘indows Update
(7} Help and Suppart Network and Internet Connections q " User Accounts
€ Cther Control Panel —
Options

Al DR EmOYe Pinarhrs Date, Time, Language, and Regional
Options.

\f# ) sounds, Speech, and Audio Devices Accessibility Dptions
Y D { y Op!

"' Performance and Maintenance \ | Security Center

Figure 63 — Windows Control Panel
3. Click the Security Center category.
(If the Control Panel is in "Classic View", click 'Windows Firewall'.)

The Windows Security Center opens.
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F Windows Securily Center E|r_!|§-

@ Security Center
Help protect your PC

«-I Tewources Secur.'lty e:&entu?ls

» ek the labest seauity andl veus
information from Morosdlt

» Check for the latest updates from

Windows Lgedste ﬁ Firewall 00N«

» et mupport for securyp-related
s

) Automatic Updates o0oN =
*» Gt help sbout Securky Cerber
* Change the way Secuty Cerer e Virus Protection Q0N =
dests me

Manage security settings for:

g Autsmatic Updater t,)' Irternet Option:

a Windaiws Firewall

Figure 64 — Windows Security Center
4. Click Windows Firewall. The Windows Firewall opens.
5. Select the Exceptions tab.

Windows Firewall

General | Exceplions | Advanced

‘Windows Firewall is blocking incoming network connections, except for the
pragrams and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk

Prograns and Services:

Name [
Metwark, Diagnostics for Windows <P
RealPlayer

Femole Assistance

[ Remote Desktop

Skype

CIUPHP Framework

‘windows Live Messenger 8.0
‘windows Live Messenger 8.0 [Phone]
wW

1=

[(AddProgam.. | [ addPor. | [ Edi | [ Delate

Display a notification when Windowes Firewall blocks a program

‘what are the risks of sllowing exceptions?

Figure 65 — Windows Firewall

6. Click Add Program. The Add a Program dialog appears.
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10.

11.

12.

Add a Program F§|

To allow communications with a program by adding it to the Exceptiong list.
select the program, or click Browse to search for one that iz not listed.

Frograms:
8l Solitairs -~
&) 5pider Solitaire

J SOL Server Eror and Usage Reporting

i‘d SOL Server Surface Area Configuration

ﬁ Trangferll e ata
@ D Agent

51 Uninstal

[ Uninztal DeepBurmer

= wirlmage
Bwow 3

Path: |E:\Program Filez\RozzlarahyentrasS QL eniT r: [ Browse. .. ]

Co ) e

Figure 66 — Add a Program to the Firewall List

Click Browse.
The Browse dialog appears.
In the File Name box, type:

"C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\BINN\sqlservr.exe"
Hit Enter.

The sqglservr program appears in the Add a Program dialog.
Select the program and click OK.

The sqglservr program appears on the Windows Firewall list of
exceptions.

Repeat steps 5 and 6. In the File Name box, type:

"C:\Program Files\Microsoft SQL Server\90\Shared\sqglbrowser.exe"
Hit Enter.

The sqglbrowser program appears in the Add a Program dialog.
Select the program and click OK.

The sqglbrowser program appears on the Windows Firewall list of
exceptions.

Click OK.
Repeat steps 1 and 2.
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The Control Panel window opens.

13. Click the Performance and Maintenance category.

(If the Control Panel is in "Classic View", click Switch to Category View
in the top-left Control Panel preferences pane and click the
Performance and Maintenance category.)

The Performance and Maintenance window opens.

B Performance and Maintenance

File Edt Wiew Favorites Tools Help

Qoack - O - F Psearch [Folders | [T+

Adldress | Performance and Maintenance

See Also

File Types
B System Restore

Troubleshooters

[2) Startup and Shutdawn

Performance and Maintenance

Pick a task...

[3] See basic information abeut your computer
[3] adjust visual effects
[3] Free up space on your hard disk

[3] Rearrange items on your hard disk to make programs run faster

or pick a Control Panel icon

?'ﬁ' Administrative Tools Power Options

ﬁ scheduled Tasks TI . System

Figure 67 — Performance and Maintenance Window

14. Click Administrative Tools.

The Administrative Tools window opens.
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™ Administrative Tools

File Edit View Favortes Tools Help

Other Places

@ Control Parel

(£} My Documents
() shared Documents
& My Computer

& My Hetwork Places

Details

Administrative Tools
System Folder

Q Back ~ T O search [ Felders | [E-

Ackress |4 Administrative Tools v &
File and Folder Tasks @ @ ﬁ}
z Component  Computer  DataSources Event Viewer Performance  Services
& Share this Folder Services  Management  (ODBC)

Figure 68 — Administrative Tools Window

15. Double-click on the Services icon. The Services Console opens.

* Services

Fle Acion Wew Help

R 2

Al

Windows Firewall/Internet
Connection Sharing (ICS)

Stop the service
Restart the service

Desaription:
Provides network address ransiation,
addressing, name resolution and/or
intrusion prevention services for a home
or small office network.

158, services (Local) % Services (Local)

Name /| Desoription | Status |
&% Themes Provides u...  Started
S Uninkerruptitle Pow... Manages a...
nUniversal Plug and ... Provides ...
nvolume Shadow Copy  Manages a...
S webclient Enables Wi... Started
Sy Windows Audia Manages a...  Started
“Windows Firewaljln,.,_Prov Started
B windows Image Ac... Providesim... Started
& Windows Installer Adds, modi...
Sy Windows Managem,.. Provides a... Starbed
nWindows Time Maintains d... Starked
nWireless Zera Confi...  Provides a...
WM Performance A... Providesp... =
% Workstation Createsan... Started
<5 | ¥

"\ Extended A Standard

Figure 69 — Services Console

16.

Click Restart from the pop-up menu.

17.
18.

Right-click on Windows Firewall/Internet Connection Sharing (ICS).

Right-click on SQL Server. Click Restart from the pop-up menu.
Right-click on SQL Server Browser. Click Restart from the pop-up

menu. The Firewall is now configured for AxTrax Biotrax.
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Appendix C. TCP/IP vs Serial

When is it best to use a Serial connection for the readers and controllers,
and when is it best to use TCP/IP in a WAN or LAN Network configuration?

Both Serial communications and TCP/IP have advantages and
disadvantages.

Serial: Direct connection to PC serial port.

There are usually only one or two serial ports on the PC. This restricts
the number of readers that can be connected simultaneously to two.
Cable length is limited to only a few meters from the PC; it cannot
connect to remote AYC-W6500 units.

Advantages:

» Simple to configure and no additional hardware required.
Disadvantages:

» Limited number of AYC-W6500 units connected.

» Limited distance between the AYC-W6500 units and host PC.
TCP/IP: Connection to TCP/IP Network.
TCP/IP allows for an unlimited number of readers simultaneously
connected to each other and to Biotrax. Also, the AYC-W6500 units
can be connected remotely (using WAN) anywhere in the world that

internet connection is provided. This mean the reader can be used for
large enterprises with multiple, remote sites.

Advantages:

» Unlimited number of readers/controllers.

» Not limited by distance.

» Can be used in enterprises.

Disadvantages:

» The LAN/WAN solution requires an installed network.
» A Rosslare MD-N32 unit is needed for each AY-W6500.
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Appendix D. Technical Support

Asia Pacific, Middle East, Africa

Rosslare Security Products Headquarters
905-912 Wing Fat Industrial Bldg,

12 Wang Tai Road,

Kowloon Bay Hong Kong

Tel: +852 2795-5630

Fax: +852 2795-1508

E-mail: support.apac@rosslaresecurity.com

United States and Canada

1600 Hart Court, Suite 103

Southlake, TX, USA 76092

Toll Free:+1-866-632-1101
Local:+1-817-305-0006

Fax: +1-817-305-0069

E-mail: support.na@rosslaresecurity.com

Europe

Global Technical Support & Training Center
HaMelecha 22

Rosh HaAyin, Israel 48091

Tel: +972 3 938-6838

Fax: +972 3 938-6830

E-mail: support.eu@rosslaresecurity.com

South America

Pringles 868, 1640 Martinez

Buenos Aires

Argentina

Tel: +54 11 4798-0095

Fax: +54 11 4798-2228

E-mail: support.la@rosslaresecurity.com

Web Site: www.rosslaresecurity.com
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