AS-BO1 g

Configuration Tool

Installation & User Guide

1. Introduction

The AS-B01 is a software application for programming configuration and user cards for Rosslare DESFire 02S series
readers.

A
To use the AS-B01 with other Rosslare products, see the CP-R26 Instruction Manual and the CP-R26
Hardware and AS-B01 Software Manual.

The AS-B01 does the following configuration operations:
* Creating a DESFire User Card

Creating a MIFARE Classic User Card

* Read a DESFire user ID

* Read a MIFARE Classic user ID

Creating a configuration card for Rosslare DESFire 02S series

The AS-B01 can do the following administrative operations:

* Changing the password for the AS-B01

The AS-B01 also has the following features:

* Maintains a user log to give feedback to the user.

* Gives an indication for a s valid connections with the CP-R27.
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2. Installing the AS-BO1 configuration tool

To install the AS-B01 configuration tool:
1. Run the installer program.
2. Click Next.
5 AS-BO1 Setup — %
Welcome to the AS-B01 Setup Setup Wizard (.

The installer will guide you through the steps required to install AS-B01 Setup on your computer

WARNING: This computer program is protected by copynight law and intemational treaties.
Unauthorized duplication or distribution of this program. or any portion of it. may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law

< Back Net> | | Cancel

3. Click Browse to select an installation folder or click Next to install the AS-B01 software in the default folder.

5 AS-B01 Setup

Select Installation Folder il

The installer will install AS-B01 Setup to the following folder.
To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:"Program Files (x86)"Rosslare"AS-B01% Browse...

Install AS-B01 Setup for yourself, or for anyone who uses this computer:

() Everyone
(®) Just me

A
If necessary, click Disk Cost.... to make sure the computer has sufficient space.
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. You can select the users permitted to use the AS-B01 program. For security purposes it is suggested

to select Just me.

4. Click Next to confirm the installation.

35 AS-BO1 Setup — X

Confirm Installation %

The installer is ready to install AS-B01 Setup on your computer.
Click "Mext" to start the installation.

<Back | [ Net> || Cancel

5. Click Yes.

AS-BO1

Verified publisher: Rosslare Enterprises Limited
File origin: Hard drive on this computer

Show more details

www.rosslaresecurity.com 3


http://www.rosslaresecurity.com/

6. Click Close to complete the installation process.

www.rosslaresecurity.com

12 AS-BOT Setup —

Installation Complete

A5-B01 Setup has been successtully installed

Click "Close" to exit.

Please use ‘Windows Update to check for any critical updates to the NET Framework.

Cancel
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3. Starting the AS-BO1 software

Starting the AS-B01 software:

1. Connect a CP-R27 Desktop Programmer to a PC using a USB cable.

AS-B01 Installation & User Guide

A
One cable end connects to the PC USB host port output and the other end connects to the USB
connector on the CP-R27 Desktop Programmer.

2. Clickthe S icon on the desktop or select the program from the Rosslare folder in the Start menu.

3. Enter a Password.

Password

AS-BO01 version 2.0

A
The default password is admin.

4. Click OK.

A
The AS-B01 will open with 2 tabs, Sector Reader and CP-R27.

P AS-BOT version 2.00.2
File Options Help
Sector Reader CP-R2T

General Reader Cortiguration
Operstion Mode:
® Sector
O Card Serial Number (CSN)

Card Type
® Miare 1K
O Wfare 4 K

Transmt Fomnat

Wiegand 26 bits <

1D Location
SectorNumber  Block Number ~ Byte Number

Coerstions
Gperstion Type

KeyA

© Progameard | Program User Card 1D = Key

New KeyA {6 HEX bytes)

User Card ID (110 16777215)

Confim new KeyA

O Card utities

S|

[ User Fasilty Code

Curert KeyA (6 HEX bytes)

Select sectors to
change key A

@ All sectors
© Relevant sectors

MIFARE Programming Reader

+ Discorn

nected
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5. Select CP-R27.

WP 4S5BT ver X
File O
CP-R27
DESFine
o Pppication 10 Number (Max 16777215)
Create DESFire User Card v
Fomat Type Fle Nunber
Current AES (15 HEX Bytes)
] huto P . FFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFF
aremming New AZS Key (16 HEX Bites)
e
User Card ID {1 to 65535) Fixed Faciity Code
[ H P 2]

Stat

Time Descrition
11/06/2021 00:21.20 cPAz?

11/08/2021 08:13:32 MIFARE Programm

R —

ing Reader Disconnected

@ Connected

A
If a CP-R27 is not connected, the main AS-B01 window shows a Sector Reader tab and a CP-R27 tab. The

Sector Reader tab opens as a default and at the bottom left of the main window the connection indication
is red with the description Disconnected.

P AS-BOT version 2002

File Options Help

cPRZ7

General Reader Configuration
Operation Mode: Card Type
® Sector ® Miare 1K
O Card Serial Number (CSN) O Miare 4K

Transit Fomat
Wiegand 26 bits v
D Location
SectorNumber  Block Number  Byte Number

Operations

Operation Type KeyA Select sectors to
@ Programeard | Program User Card ID + KeyA ~| ' New KeyA (5 HEXbytes change key A
O Card uiifies User Card 1D (110 16777215) @ Alsectors

Corfim new KeyA

i

[ User Facilty Code

O Relevant sectors
Curent KeyA (6 HEX bytes)

Time: Description

8/2/2021 10:22:18

MIFARE Programming Reader Disconnecied

@ Disconnected
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4. Getting to know the interface

AS-B01 Main Window

The following image and table describes the AS-B01 main window.

» AS-B01 version 2.0.0.2 - :
File Options Help
CP-R27
DESFire
Operation Ty
|C:Eat Io;ESyEe — | Application 1D Number (Max 16777215}
e ire User e : ]
Format Type File Number
Wiegand 26 bits ~ ! H

Current AES Key (16 HEX Bytes)
(] st Card Programming |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

New AES Key (16 HEX Bytes)
O vex [FFFFRFFFFFEFRFFFFFFRFFFFFFFFFF |
User Card ID (1to 65535) Fixed Facility Code
[ H b S
Time Description

021 09:52:47
25/08/2021 09:52:44

CP-R27 Programming Reader Connected

MIFARE Programming Reader Disconnected

_‘ Conn ectg ]

Used for the following AS-B01 operations:

1 File Menu Exit

® Change Password - for more information see Changing the password

2 Configuration Tab Area The main working area for entering and displaying all configuration parameters.
Recorders all activities and provides the user with real time system monitoring. The
3 Message Log Area . . . .
information messages are operation success or failure messages.

4 Connection Status Indicates connection status with the CP-R27 Desktop Programmer.
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5. CP-R27 hardware installation
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This section give the procedure to connect the CP-R27 to the AS-B01 configuration tool.

1. Connect the CP-R27 Desktop Programmer to a PC using a USB cable.

A
One cable end connects to the PC USB host port output and the other end connects to the USB

connector on the CP-R27 Desktop Programmer.

A
Make sure the location for the CP-R27 driver is known.

2. Select and hold (or right-click) the Start & button, and then select Device Manager.
3. You can find NFC READER Vx.x under Other Devices.

& Device Manager
File Action View Help

e mEz B

R Microsoft Wi-Fi Direct Virtual Adapter 2
5 PPPoP WAN Adapter
& WAN Miniport (IKEv2)
59 WAN Miniport (IP)
5 WAN Miniport (IPv6)
(5 WAN Miniport (L2TP)
(5 WAN Miniport (Network Moritor)
(3 WAN Miniport (PPPOE)
7 WAN Miniport (PPTP)
& WAN Miniport (S5TP)
v E? Other devices
il NFC Reader V1.0
> @ Ports (COM &LPT)
> [ Print queues
> [ Processors
5> B Security devices
> [3 sensors
> B software components
> B Software devices
> i Sound, video and game controllers
> S Storage controllers
> Em System devices
5 § Universal Serial Bus controllers
5§ Universal Serial Bus devices
> § USB Connector Managers

4. Right-click NFC READER Vx.x and select Update driver.

www.rosslaresecurity.com

@ Device Manager
File Action View Help

e MEHBR B EX®

8 Microsoft Wi-Fi Direct Virtual Adapter £2
5 PPPOP WAN Adapter
& WAN Miniport (IKEv2)
&F WAN Miniport (IP)
I WAN Minipart (IPv6)
& WAN Miniport (L2TP)
& WAN Miniport (Network Monitor)
& WAN Miniport (PPPOE)
58 WAN Miniport (PPTP)
& WAN Miniport (SSTP)
~ K7 Other devices
il NFCReader V7~

s @ Pots(COMaLpy  Updatediver

» % Print queues Disable device

> [ Processors Uninstall device

>l Securiy devices

, é Sensors Scan for hardware changes

» ¥ Software compon
> B Software devices
> i Sound, video and game controllers
> S Storage contrallers

> [ System devices

> @ Universal Serial Bus controllers

> @ Universal Serial Bus devices

> § USB Connector Managers

Properties
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5. Select Browse my computer for drivers.

B Update Drivers - NFC Reader V1.0

How do you want to search for drivers?

—> Search automatically for drivers
Windows will search your computer for the best available driver and install it on
your device.

—» Browse my computer for drivers
Locate and install a driver manually.

6. Click Browse.

& 1 Update Drivers - NFC Reader V1.0

Browse for drivers on your computer

Search for drivers in this location:

| "| ‘ Browse...

[ Include subfolders

—> Let me pick from a list of available drivers on my computer
This list will show available drivers compatible with the device, and all drivers in the
same category as the device.

www.rosslaresecurity.com
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7. Select the CP-R27 Driver folder and click OK.

8. Click Next.

www.rosslaresecurity.com

Browse For Folder
Select the folder that contains drivers for your hardware.
v Support Files Temp A
» 277118
» AxTimeMG
» COM v2.08.30 WHOL Certified
> CMIH-CNBXX SDK V3.24
w CP-R27 Driver
USBDrivery3.10
¥ GenericAccessControlEventService
> tools
» Documents ¥
£

Folder: | USBDriverV3. 10

Ok Cancel

4 | Update Drivers - Civintec Reader-CV3XC{ CVEX01-U

Browse for drivers on your computer

Search for drivers in this location:

| C:\Users\mickey.ROSSLARET\Desktop\Support Files Temp\CP-R27 ~ Browse...

Include subfolders

— Let me pick from a list of available drivers on my computer
This list will show available drivers compatible with the device, and all drivers in the
same category s the device.

MNext

Cancel

10
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The Civintec USB Reader driver is installed.

|.‘. e Manage o

i File Action View Help

e mEm e

v j LAPTOP-HB4QUSUH
> i Audio inputs and outputs
> 4P Batteries
> @] Biometric devices

> ) Bluetooth
> @ Cameras
v @ Civintec USB Reader
§ Civintec Reader-CV3XXX,CVEX01-U
5 [ Computer
> Disk drives
> [ Display adapters
> M Firmware
> G Human Interface Devices
> E= Keyboards
> I LeMobile Android Device
> (@ Mice and other pointing devices
> I Monitors
> @ Network adapters
> @ Ports (COM&LPT)
> 0 Print queues
> [ Processors
> Wy Security devices
> [ Sensors
> [ Software components
> 0 Software devices

+ 5l Snund viden and nama contenllare v

On the AS-B01 main window, the CP-R27 is displayed and the connection indicator at the bottom of the

window changes from red to green with the description Connected to indicate that the CP-R27 Desktop
Programmer is connected.

P AS-BD1 version 2.00.2 X
File  Options Hep

Operation Type EEEo

e Zppicaion ID Number (Max 16777215)
Create DESFire User v E—
Fomat Type File Number
Curent AES Key (15 HEX Bytes)
FFFFFRFFFFRFFFFFFFFFFFFFFRFFFERF
[ Auto Cord Programming
New AES Key (16 HEX Bytes)
Cvex
User Cand 1D (1 to 65535) Fuxed Faity Code
i Hp H
Stan

P4 oled
11/08/2021 08:13:32 MIFARE Progranming Readzr Disconnected

@ Connected
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6. Configuration

The following are the configuration options available in the AS-B01:
* Creating a DESFire User Card

* Creating a MIFARE Classic User Card

* Read a DESFire user ID

* Read a MIFARE Classic user ID

Creating a configuration card for Rosslare DESFire 02S series

6.1. Programming a MIFARE or DESFire card

When writing or reading a DESFire or MIFARE Classic card, the card is placed on the CP-R27 Desktop Programmer as
shown in the figure below.

AN
Make sure that:

* The CP-R27 Desktop Programmer is connected to a PC.

* The AS-B0O1 program open.
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6.1.1. Creating a DESFire User Card

A DESFire user card is used to permit access for a user by presenting the card to a configured DESFire 02S series
reader (AY-x6x80).

To create a DESFire user card:

1. Inthe Operation Type list, select Creating a DESFire User Card.

Operation Type
Create DESFire User Card e

The following image shows the parameters for Creating a DESFire User Card.

. DESFire
Operation Ty
s e Application 1D Number (Max 16777215)
|Create DESFire User Card v
Format Type File Number
|W|egar1d 26 bits w 1T

Cument AES Key (16 HEX Bytes)
|FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

New AES Key (16 HEX Bytes)
[ Hex |H—H—H—H—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I—I— |
User Card 1D (1 to 65535) Fixed Facility Code

i b S

[] Auto Card Programming

2. Select the Format Type from the list.

A
The available values are:

* Wiegand 26 bit (default)
* Wiegand 32 bit

* Wiegand 34 bit

* Wiegand 40 bit

* Wiegand 56 bit

* Wiegand 64 bit

* Wiegand 128 bit

Customized

A
After Customized is selected, a combo box opens adjacent to it . Enter a value from 1 to
96.
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3. Select the Auto Card Programming checkbox (optional).

Auto card programming will program ID cards one after the other without the need to do it manually.

To auto program ID cards:
i. Remove the first programmed ID card from the CP-R27 Desktop Programmer.

ii. Place a new card on the CP-R27 Desktop Programmer.
iii. Click Yes.

Auto Card Pre _||-.|||"|i"l_|

User card ID{1) programed

Continue to the next card?

Yes No

iv. Do steps (i) and (ii) again for all ID cards to program.

v. After the last ID card is programmed, click No.

AS-BO1

Auto Card Programming succeed

o]

Enter a User Card ID.

Enter a Fixed Facility Code (only for supported formats).

AN
If HEX values are required, select the HEX checkbox (custom formats are not supported).
The HEX value should be entered as MSB.

6. Enter an Application ID Number.
A
A value of 0 is not a valid Application ID Number. The maximum permitted number is 16777215.

7. Enter a value for File Number from 0 to 31.
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8. When reprogramming a user card, enter the Current AES Key (in HEX 16 Bytes)
A
If you are not reprogramming a new user card, keep the default values.

9. Enter a New AES key (in HEX 16 Bytes).
10. Place a DESFire user card on the CP-R27 Desktop Programmer.

11. Click .

A
® On successful completion of the programming, one short beep is generated.

If the programming fails, two short beeps are generated. The log shows the cause.

6.1.2. Creating a MIFARE Classic User Card

A MIFARE Classic user card is used to permit access for a user by presenting the card to the CP-R27 Desktop
Programmer.

To create a MIFARE Classic user card:

1. Inthe Operation Type list, select Creating a MIFAFRE Classic User Card.

Operation Type
Create MIFARE Classic User Card g

The following image shows the parameters for Creating a MIFAFRE Classic User Card.

Operation Type MIFARE

|Create MIFARE Classic User Card v New KeyA (6 HEX Bytes)
FFFFFFFFFFFF

Fommat Type Sector Block Byte:

| Wiegand 26 bits e

S i

[ Auto Card Proaramming

[] HEx
User Cand 1D {1 to 65535) Fixed Facility Code

[ H b S
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2. Select the Format Type from the list.

A
The available values are:

* Wiegand 26 bit (default)
* Wiegand 32 bit

* Wiegand 34 bit

* Wiegand 40 bit

* Wiegand 56 bit

* Wiegand 64 bit

* Wiegand 128 bit

Customized

A
After Customized is selected, a combo box opens adjacent to it . Enter a value from 1 to
96.
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3. Select the Auto Card Programming checkbox (optional).

Auto card programming will program ID cards one after the other without the need to do it manually.
To auto program ID cards:

i. Remove the first programmed ID card from the CP-R27 Desktop Programmer.
Place a new card on the CP-R27 Desktop Programmer.
iii. Click Yes.

Auto Card Pre _|I-.|II"Ii 14

User card ID{1) programed

Continue to the next card?

Yes No

iv. Do steps (i) and (ii) again for all ID cards to program.

v. After the last ID card is programmed, click No.

AS-BO1

Auto Card Programming succeed

o]

4. Enter a User Card ID.
5. Enter a Fixed Facility Code.
6. Enter a New KeyA (in HEX 6 Bytes).

A
The default KeyA is FFFFFFFFFFFF.

7. Enter the values for:
a. Sector
b. Block
c. Byte

8. Place the MIFARE Classic User card on the CP-R27 Desktop Programmer.
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9. Click | sa |

:

On successful completion of the programming, one short beep is generated.

If the programming fails, two short beeps are generated. The log shows the cause.

6.1.3. Read a DESFire user ID

To read a DESFire user card:

1. Inthe Operation Type list, select Read a DESFire user ID.

Cperation Type
Read DESFire user ID w
The following image shows the parameters to Read a DESFire user ID.
_ DESFire

Operation Type Application D Number (Max 16777215)

' Read DESFire user ID v

Format Type File Number

|'|Megar1d 26 bits v 1T
Current AES Key {16 HEX Bytes)
|FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

[ HEx

User Card 1D (1to 65535) Fixed Facility Code

L D :
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2. Select the Format Type from the list.

A
The available values are:

* Wiegand 26 bit (default)

* Wiegand 32 bit
* Wiegand 34 bit
* Wiegand 40 bit
* Wiegand 56 bit
* Wiegand 64 bit

* Wiegand 128 bit

AS-B01 Installation & User Guide

* Customized
A
After Customized is selected, a combo box opens adjacent to it . Enter a value from 1 to
96.

3. Enter an Application ID Number.

4. Enter a value for File Number from 0 to 31.

5. Enter the Current AES Key (in HEX — 16 Bytes).

6. Place a DESFire user card on the CP-R27 Desktop Programmer.
7. Click .

www.rosslaresecurity.com

W A5-B01 version 2002 -
File  Ogtions  Help
X

Operation Type

DESFre.
Agphcation 1D Humbar iMas 15777215)
Fisad DESFire Lver |0 =

Fomt Tyoe. Fie Homber

Wegand 26 bre hl

Cunent AES Key (16 HEX Bytea)
FRERFRFRRRFEFFFRFRREFRFFRFFEFFR

Uger Card ID) {1 b0 65535) Fieed Facilty Code

117082021 054746
1170042021 08.43.02

11/00/2071 08 4226 CF-RET Creele Dok i suceees

11002021 084226 Viting data DESF= Liser Cand 1D (011 succesd

11002021 084215 CPRZ7 PN_nLatPazaveTometfal
181 064204 CP-RIT PI_nLatPacaveTamet fal
@ Connected
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A
* On successful card reading, one short beep is generated, and the user ID will be presented
following the selected format.

If the card reading fails, two short beeps are generated. The log shows the cause.

6.1.4. Read a MIFARE Classic user ID

To read a MIFARE Classic user card:

1. Inthe Operation Type list, select Read a MIFAFRE Classic user ID.

Cperation Type
Read MIFARE Classic user 1D W

The following image shows the parameters to Read a MIFAFRE Classic user ID.

Operation Type MIFARE

| Read MIFARE Classic user ID ~ New KeyA (6 HEX Bytes)
FFFFFFFFFFFF

Fomat Type Sector Block

| Wiegand 26 bits ~

Byte
(LI L =

[ HEX
User Card 1D (1 to 65535) Fixed Facilty Code
[ P :
2. Select Read ID from User Card.
www.rosslaresecurity.com 20 ROSSILNR=
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3. Select the Format Type from the list.

A
The available values are:

* Wiegand 26 bit (default)
* Wiegand 32 bit

* Wiegand 34 bit

* Wiegand 40 bit

* Wiegand 56 bit

* Wiegand 64 bit

* Wiegand 128 bit

Customized

A
After Customized is selected, a combo box opens adjacent to it . Enter a value from 1 to
96.

Enter the New KeyA (in HEX 6 Bytes).
Enter the values for:

a. Sector

b. Block

c. Byte

6. Place the MIFARE Classic User card on the CP-R27 Desktop Programmer.

7. Click .

Operation Typ=
Fleec DESFie Laer|D

DESFre
Agploation |0 Numbr {ia 16TTT215)
e

Fomiat Tyne File Number

Wegand 26 bite ~
Cunent: AES Ky 1 HEX Bytes)
FFFFFFFFFRFFFFFFFFFFFFFFFFFFFFFF

Ueer Card I {1 to 65535) Fised Facilty Coda

11/D8/2071 054226 CF-RET Creste Dok File sucrees

11/08/2021 08:42-26 Wiiting data DESFre Lser Cand 111 1) succeed
11/08/-2021 06-4215 |CPR2T PH_hlatPacaveTorpet fal
11/08/2021 084204 (CP-RZT PN_nlatPasaiveTarget fal -

@ Conmected
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A
* On successful card reading, one short beep is generated, and the user ID will be presented
following the selected format.

If the card reading fails, two short beeps are generated. The log shows the cause.

6.2. Creating a configuration card for Rosslare DESFire 0O2S series

A configuration card is used to configure Rosslare DESFire O2S series readers during their initial setup. When the
configuration card is held against a Rosslare DESFire O2S series reader, the reader will automatically be configured
with the necessary information. After the Rosslare DESFire O2S series reader has been configured, it can write and
read a DESFire or MIFARE Classic user card.

A
Only a DESFire card can be used as a configuration card.

A
It is recommended to:

* Keep the configuration card in a safe location.

* Have a backup configuration card and keep it in another safe location.
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To make a configuration card:

1. Inthe Operation Type list, select Creating a DESFire Configuration Card.

Dperation Type
Create DESFire Configuration Card L

The following image and table show the parameters for Creating a DESFire Configuration Card.

" General
Format
|Wiegar1d 26 bits v| ] Reverse
[] Alow reading Rosslare 025 credentials [ ] Keypad

[] Output CSN fallback
Buzzer Active
LED Active

" DESFire " MIFARE
Application 1D Number (Max 16777215) New KeyA (6 HEX Bytes)

FFFFFFFFFFFF
?Ie NUI;TE" Sector Block Byte

" B[ B P B
Curert AES Key (16 HEX Bytes)
\FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

Mew AES Key (16 HEX Bytes)
\FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |

# Description

1 General reader configuration parameters
2 DESFire card configuration parameters
3 MIFARE Classic card configuration parameters

2. Configure the general reader parameters, see Configuring the general reader parameters.
3. Set the reader DESFire configuration parameters, see Setting the reader DESFire configuration parameters.

4. Set the reader MIFARE configuration parameters, see Setting the reader MIFARE configuration parameters.
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AN
At least one of the following technologies needs to be configured in the reader:
* DESFire

* MIFARE

* 028

5. Place a DESFire user card on the CP-R27 Desktop Programmer.

6. Click .
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6.2.1. Configuring the general reader parameters

Reader output format:

1. Select the Format from the list.

A
The available values are:

* Wiegand 26 bit (default)
* Wiegand 32 bit

* Wiegand 34 bit

* Wiegand 40 bit

* Wiegand 56 bit

* Wiegand 64 bit

* Wiegand 128 bit

Customized

A
After Customized is selected, a combo box opens adjacent to it . Enter a value from 1 to
96.

2. If reverse output is required select the Reverse checkbox. The reverse selection changes the reader output from
MSB to LSB
Allow reading Rosslare 02S credentials

By default the reader only supports Rosslare 02S credentials. In the reader configuration process, 02S support is
disabled and only custom credentials are supported.

1. To permit support for 02S support to and customer credentials, select the Allow reading Rosslare 02S credential
checkbox.

Keypad output

If keypad setting is required, select a transmission format and backlight condition (supported reader only).

1. Select a Transmission Format from the list. The available formats are:
* Single key, 6-bit Wiegand Rosslare Format (default)

* Single key, 6-bit Wiegand, Nibble+Parity
* Single key, 8-bit Wiegand, Nibbles Complemented

* Single key, 4-bit Wiegand
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2. Select a Backlight condition. The available formats are:
* On (default)

* Off
* Off After 10 sec.

* Dim After 10 sec.

Output CSN fallback

By default the reader only sends the Secure ID to the controller. After the Output CSN fallback checkbox is selected,
the reader will send the Secure ID and the CSN (card serial number).

Buzzer Active

If not selected, the buzzer is disabled and will not operate for any condition.

LED Active

If not selected, the LED is be disabled and will not come on for any condition.

6.2.2. Setting the reader DESFire configuration parameters
To set the reader DESFire configuration parameters:

1. Enter an Application ID Number.
2. Enter a value for File Number from 0 to-31.
3. Enter the Current AES Key (in HEX - 16 Bytes).

If you are not reprogramming a new user card, keep the default values.
4. Enter a New AES Key (in HEX - 16 Bytes).

A value must be entered for the Current AES Key or the New AES Key. If the default AES Key of
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF is not changed, the DESFire Operation Type will be disabled.
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6.2.3. Setting the reader MIFARE configuration parameters

To set the reader MIFARE configuration parameters:

1. Enter the New KeyA (in HEX 6 Bytes).

AN
If the default KeyA is not changed from FFFFFFFFFFFF, the MIFARE Operation Type will be disabled.

2. Enter the values for:
a. Sector

b. Block
c. Byte
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7. Operations

7.1. Changing the password

To change the AS-B01 application entry password:

1. In the File menu, click Options > Change Password.

2. Complete the fields as required.

N
Passwords are case sensitive.

Change Password

Cument Password

New Password:

Confirm Password:

[ ok ] | cancel

AS-B01 Installation & User Guide

All passwords are hidden by *' characters to avoid exposing it to an unauthorized user.

3. Click OK.

MIFARE and DESFire are registered trademark of NXP B. V. | Open to Secure and 02S are registered trademark of Rosslare Enterprises Ltd. | All product names, logos, and brands are property of their

respective owners.

DISCLAIMER: The data contained within Rosslare’s materials or documentation is intended to provide only general information about products available for purchase from Rosslare Enterprises Ltd. and
its associated companies (“Rosslare”). Reasonable efforts have been made to ensure the accuracy of this information. However, it might contain typographic errors, inaccuracies, or omissions that may
relate to product descriptions, visual pictures, specifications, and other details. All technical specifications weights, measures and colors shown, are best approximations. Rosslare can not be held
responsible and assumes no legal liability for the accuracy or completeness of the information provided. Rosslare reserves the right to change, delete, or otherwise modify the information, which is

represented, at any time, without any prior notice.

© 2021 Rosslare Enterprises Ltd. All rights reserved.

For more information regarding support, visit https://support.rosslaresecurity.com.
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